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1. To have you walk away considering these ideas

2. To ensure I don’t attend another security conference
and talk about:

Private Public PartnershipsPrivate-Public Partnerships

Information Sharing

The Evolving “Threat”The Evolving Threat

3. To create tangible action items before Malta that 
we can report out on
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“Those who cannot learn from history are doomed to repeat it ”Those who cannot learn from history are doomed to repeat it.
~ George Santayana
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Once we have a handle on something, it changes…Once we have a handle on something, it changes…
Cloud
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Information
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Application Security

Applications and Databases
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Endpoint Security

Mobility and Access
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Datacenter Centric
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The “actors” change…

National Interests
G t D t /N t k

The actors  change…

Government Data/Networks
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Theft and Damage
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Viruses and Malware
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Notoriety
Basic Intrusions and Viruses
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The technology changes…The technology changes…

US h it l t l l t Sk t b kd N tt k f Vi t lUS hospital stolen laptop: 
14,000 patients records

400+ mobile malware threats exist, 
1 000 t d b d

Skype creates backdoor 

Wireless FireSheep
makes news

New attack surface - Virtual 
Machine and Hypervisor

Lack of control on internal 
virtual network blinds
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1,000 expected by year end virtual network blinds 
security policies



The world changes…The world changes…
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We rely on our practices far too long: e.g., patching, AVWe rely on our practices far too long: e.g., patching, AV

www.shadowserver.org/s ado se e o g/
10 June 2011

~40 million new hashed binaries in
the past year; ~98 million total seen
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Perimeter securityPerimeter security

Branch Office
Partners

CustomersAttackers

Airport

Mobile User

Home Office

Coffee Shop

Corporate Office

Applications & Data
Infrastructure
as a Service

Infrastructure
as a Service

Software
as a Service

Platform
as a Service

as a Se ce
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Endpoint securityEndpoint security

462 million462 million462 million462 million

Highly mobile workers 
require access to

Variety of user-owned 
devices blend user and

Device loss/theft –
highest risk of

CHALLENGE
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require access to 
network and cloud 

services

devices blend user and 
corporate profiles

highest risk of 
corporate data loss, 
compliance breach



We created this complex problem…We created this complex problem…
IPv6 

• 3ffe:1900:4545:3:200:f8ff:fe21:67cf or 
• fe80:0:0:0:200:f8ff:fe21:67cf or 
• fe80::200:f8ff:fe21:67cf• fe80::200:f8ff:fe21:67cf

Tunneling
• Router-to-router 
• Router-to-host
• Host-to-router

H t t h t• Host-to-host
• Multi-homing

Mobile Ad-Hoc Networks
• Mesh
• Wireless
• Vehicle MANET
• Intelligent vehicle MANET
• Internet-based MANET

Miniaturization
M lti P D iMulti-Purpose Devices
Eradication of Perimeters

• Partners, customers, government, 
competitors, public

Vi t li ti
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Virtualization
Cloud Computing



We may even like complexity as a profession…

Access Control &
Video Surveillance

Virus Scanning - Host & Server

Web Security

We may even like complexity as a profession…

Video Surveillance 

Risk Management

Application
Security

Application
Vulnerability
A t

Vulnerability Scan 

Anomaly Detection 
& Mitigation

Assessment

Facility
Management

One-Time
Token Software

g

Endpoint Security
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Encryption Software

Identity
Management Event Logging



And we are not yet motivated to changeAnd we are not yet motivated to change

• Expensive to Protect, Trivial to Shake ConfidenceExpensive to Protect, Trivial to Shake Confidence

• We spend an amazing amount protecting, 
and it is trivial to circumvent

• We energize around electronic protection, 
and don’t include full spectrum 

• Our adversaries use our practice
against us, especially when it is fixed

© 2010 Cisco Systems, Inc. All rights reserved. Cisco PublicWS Forum 111710 13



1. All the security controls in the world cannot stop 
ignorant, imaginative, and/or malicious users fromignorant, imaginative, and/or malicious users from 
hurting themselves or the organization.

2. Most people don’t have a clue about computer security, 
and don’t want to know… yet we must try.

3. No matter how much you think you know right now, 
“tomorrow” will surprise you“tomorrow” will surprise you.

4. You can’t secure what you can’t see, except luckily. 
Turns out luck isn’t much of a strategyTurns out, luck isn t much of a strategy.

5. The business, and the users, control our destiny.

6 Links and attachments want to be clicked
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6. Links and attachments want to be clicked.



So now what?
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The best way to predict the future is to invent it.

~ Alan Kay
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~ Alan Kay



1. All the security controls in the world cannot stop ignorant,
imaginative, and/or malicious users from hurtingimaginative, and/or malicious users from hurting
themselves or the organization.

2. Most people don’t have a clue about computer security,
and don’t want to know… yet we must try.

3. No matter how much you think you know right now,
“tomorrow” will surprise you“tomorrow” will surprise you.

4. You can’t secure what you can’t see, except luckily.
Turns out luck isn’t much of a strategyTurns out, luck isn t much of a strategy.

5. The business, and the users, control our destiny.

6 Help is available if we know where to turn and what to ask
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6. Help is available, if we know where to turn and what to ask.
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Attachments and links like to be clicked!Attachments and links like to be clicked!

• From pilot (RTP campus) to global (phase 1)
• Total Blocked: 3.2 million+ includingTotal Blocked: 3.2 million  including

Malware downloads
Browser hijacking software
Unwanted advertisement software
Botnet check-ins
Trojan (backdoor) connections

• Average daily log data: 30+ Gb (more than double from pilot)
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1. All the security controls in the world cannot stop ignorant,
imaginative, and/or malicious users from hurtingimaginative, and/or malicious users from hurting
themselves or the organization.

2. Most people don’t have a clue about computer security,
and don’t want to know… yet we must try.

3. No matter how much you think you know right now,
“tomorrow” will surprise you“tomorrow” will surprise you.

4. You can’t secure what you can’t see, except luckily.
Turns out luck isn’t much of a strategyTurns out, luck isn t much of a strategy.

5. The business, and the users, control our destiny.

6 Help is available if we know where to turn and what to ask
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6. Help is available, if we know where to turn and what to ask.



Security Education
www.cisco.com/go/securityeducation

Security Intelligence Operations
www cisco com/securitywww.cisco.com/security

Security Blog
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Security Blog
blogs.cisco.com/security 2010 Annual Security Report

www.cisco.com/go/securityreport



1. All the security controls in the world cannot stop ignorant,
imaginative, and/or malicious users from hurtingimaginative, and/or malicious users from hurting
themselves or the organization.

2. Most people don’t have a clue about computer security,
and don’t want to know… yet we must try.

3. No matter how much you think you know right now,
“tomorrow” will surprise you“tomorrow” will surprise you.

4. You can’t secure what you can’t see, except luckily.
Turns out luck isn’t much of a strategyTurns out, luck isn t much of a strategy.

5. The business, and the users, control our destiny.

6 Help is available if we know where to turn and what to ask
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6. Help is available, if we know where to turn and what to ask.



Simple Goals Simple StrategySimple Goals, Simple Strategy

Keep Bad 
Stuff Out

Be Compliant
Stuff Out

Protect the
Provide Visibility 

Protect the 
Good Stuff

to Users, Devices, 
and their Activities

Keep Critical 
Services Running

Be Cost Efficient

Requires An Architectural Approach
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Requires An Architectural Approach
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IdentityIdentity

TodayYesterday

Identity = IP Port = App

y

Identity = LDAP Port = 80

y

Port 80 has become a gaping hole in the firewall

N t fi ll d li ti d id tit
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Next-gen firewalls need application and identity awareness



The Soft Mushy MiddleThe Soft, Mushy, Middle…

WHAT

WHERE

WHEN

Virtual DC 
Machines

WHO HOW
? ? ?

VPN VPN MacSecMacSec

POSTURE-BASED PERMISSIONS
1. Permit/Deny based on policy
2 Authorized devices tagged with policy

Data 
Center

DENIED

Consistent identity-aware Policy distribution and Security group tagging

CISCO SOLUTION

2. Authorized devices tagged with policy
3. Policy tags enforced by the network

ALLOWED
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Consistent identity aware 
policy from any device to 
data center – based on 

business needs

Policy distribution and 
intelligence through the 

network

Security group tagging 
scales context-aware 

enforcement



Architecture

Device Security

Architecture

Identity ServicesDevice Security

Application and Platform Securitync
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Cisco Network Network Services



1. All the security controls in the world cannot stop ignorant,
imaginative, and/or malicious users from hurtingimaginative, and/or malicious users from hurting
themselves or the organization.

2. Most people don’t have a clue about computer security,
and don’t want to know… yet we must try.

3. No matter how much you think you know right now,
“tomorrow” will surprise you“tomorrow” will surprise you.

4. You can’t secure what you can’t see, except luckily.
Turns out luck isn’t much of a strategyTurns out, luck isn t much of a strategy.

5. The business, and the users, control our destiny.

6 Help is available if we know where to turn and what to ask

© 2010 Cisco Systems, Inc. All rights reserved. Cisco PublicWS Forum 111710 28

6. Help is available, if we know where to turn and what to ask.



Understanding /
Hosting Net Team

Event /

Strategy /
Action

OthersSecOps

Information
Event / 

Behavior
Correlation

Network Analysis System Analysis

OthersSecurity Vendor

Data

Identity Homegrown 
Apps

Proximity

Sensor
Logs

OthersSCADA

Geo
Location

Geo
Location

Geo
Location

“I have a series of questions, and the data gives the answers”
~ or ~
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 or 
“I don’t know the questions yet; let’s look at the data”



Netwitness
PCAP ISE

Identity

Indexing, Brokering, Advertising
User Context

Capture Data

Arcsight
Syslog

L

Bigfix / McAfee
Endpoint DataPosture

Events

Lancope
NetflowAnomalies

Topology Reputation
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Global VisibilityGlobal Visibility
SIO GLOBAL INTELLIGENCE

Researchers,  Analysts, Developers

ISPs, Partners, 
Sensors

IPS ASA WSAAnyConnect

Applied 
Mitigation 
Bulletins

Researchers, 
Analysts, 

Developers

ESAIPS ASA WSAAnyConnect ESA

Largest threat analysis 
system - blended threat 

700K+ global sensors
20M+ Web requests per day

Reputation, spam, 
malware and Web 

CISCO SOLUTION
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y
protection

20M+ Web requests per day
35% of global email traffic 
endpoint threat telemetry

category analysis, and 
applications classification



1. All the security controls in the world cannot stop ignorant,
imaginative, and/or malicious users from hurtingimaginative, and/or malicious users from hurting
themselves or the organization.

2. Most people don’t have a clue about computer security,
and don’t want to know… yet we must try.

3. No matter how much you think you know right now,
“tomorrow” will surprise you“tomorrow” will surprise you.

4. You can’t secure what you can’t see, except luckily.
Turns out luck isn’t much of a strategyTurns out, luck isn t much of a strategy.

5. The business, and the users, control our destiny.

6 Help is available if we know where to turn and what to ask
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6. Help is available, if we know where to turn and what to ask.



Shifti b i t tiShifting business expectations
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Shifting employee expectations

60% 45% 59% 45% 57%
Would work an 
extra 2-3 hours 

per day if 

Don’t need to be 
in the office;
66% will take 

Want to use 
their personal 

devices at work

Of IT staff are 
unprepared to 

make workforces 

Of IT staff said 
security is the 

biggest challenge 
allowed to do 
so remotely

lower paying job 
for it (10%) 

more mobile
gg g

for mobile 
workforce
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Protect Intellectual 
Property

Maintain Regulatory 
Compliance and 

Manage Risk Well

Enable Business 
Speed and Agility

BUSINESS
S C dS C d

CloudCloud

CollaborationCollaboration

Cyber SecurityCyber Security

Data SecurityData Security

Business

OPEN CONTROL

Smart Connected 
Communities

Smart Connected 
Communities

VirtualizationVirtualization

Cyber SecurityCyber Security

Acceptable UseAcceptable Use

Threat ProtectionThreat Protection

Business

SECURITY
Smart GridSmart Grid

Connected Cameras, 
Printers

Connected Cameras, 
Printers

Access ControlAccess Control

Threat ProtectionThreat Protection

ComplianceCompliance

Security

Design and Defend
for Unpredictable

Maintain Regulatory 
Compliance and 

Simplify Security for the 
User, the Business, and 

MobilityMobility

pp
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ThreatsManage Risk Well
, ,
the Operations



1. All the security controls in the world cannot stop ignorant,
imaginative, and/or malicious users from hurtingimaginative, and/or malicious users from hurting
themselves or the organization.

2. Most people don’t have a clue about computer security,
and don’t want to know… yet we must try.

3. No matter how much you think you know right now,
“tomorrow” will surprise you“tomorrow” will surprise you.

4. You can’t secure what you can’t see, except luckily.
Turns out luck isn’t much of a strategyTurns out, luck isn t much of a strategy.

5. The business, and the users, control our destiny.

6 Help is available if we know where to turn and what to ask

© 2010 Cisco Systems, Inc. All rights reserved. Cisco PublicWS Forum 111710 36

6. Help is available, if we know where to turn and what to ask.
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You get what you measure no matter whatYou get what you measure, no matter what…

Always question what you are doing – some things 
h d li i i t t d lthave declining investment and results

Stop asking for best practices – start asking 
“what’s effective and how effective is it?”what s effective and how effective is it?

What can I see? 
What don’t I know?What don t I know? 
How will I know it when I need to?

What can I shamelessly copy from someone else?y py
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E i i h h did ’ h d
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Experience is what you get, when you didn’t get what you wanted.



Thank you.

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public 41


